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BE A SOLID.

NGINX Plusf > X b—JL %

PRODUCTS ~ SOLUTIONS ~ RESOURCES  SUPPORT PRICING BLOG Q FREE TRIAL | | CONTACT US

To show setup instructions please choose your OS and distribution:

FIRAFMIZEEHINTRY.

VAN
Installation instructions for RHEL 7.4+ / CentOS 7.4+ / Oracle Linux 7.4+ 7] \ L L \ o

« If you already have old NGINX packages in your system, back up your configs and logs:

sudo cp -a /etc/nginx /etc/nginx-plus-backup
sudo cp -a /var/log/nginx /var/log/nginx-plus-backup

« Create the /etc/ssl/nginx/ directory:

sudo mkdir -p /etc/ssl/nginx

« Log in to MyF5, if you purchased subscription, or follow the link in the trial activation email, and the ing two files:

nginx-repo. key
nginx-repo.crt

« Copy the above two files to the RHEL/CentOS/Oracle Linux server into /etc/ss1/nginx/ directory. Use your SCP client or other secure file transfer tools.
« Install prerequisite packages:

sudo yum install ca-certificates
« Install app-protect prerequisite packages:

sudo yum install epel-release

« Add NGINX Plus repository by downloading the file nginx-plus-7.4.repo to /etc/yum.repos.d:

sudo wget -P /etc/yum.repos.d https://cs.nginx.com/static/files/nginx-plus-7.4.repo

« If you have app-protect iption, add app-protect repositories by downloading the file app-protect-7.repo to /etc/yum.repos.d:

sudo wget —P /etc/yum.repos.d https://cs.nginx.com/static/files/app-protect-7.repo

« If you have i iption, add ity repository by the file modsecurity-7.repo to /etc/yum.repos.d:
sudo wget -P /etc/yum.repos.d https://cs.nginx.com/static/files/modsecurity-7.repo
« Install the NGINX Plus package

sudo yum install nginx-plus
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BE A SOLID.

WAF (NGINX App Protect)
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server {
listen 80;
server_name localhost;

access_log /var/log/nginx/access.log main;

location / {
[app_protect_enable on;
root /usr/share/nginx/html;
index index.html index.htm;

}
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BE A SOLID.

WAF (NGINX App Protect)

server {
listen 80;
server_ name localhost;

access_log /var/log/nginx/access.log main;

location / {
app_protect_enable on;
app_protect_policy_file “/etc/nginx/AppProtectTestPolicy.json”;
app_protect_security_log “/etc/nginx/log—defaultjson” syslog:server=127.0.0.1:515;

root /usr/share/nginx/html;
index index.html index.htm;
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WAF (NGINX App Protect)
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BE A SOLID.

WAF (NGINX App Protect)
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WAF (NGINX App Protect)
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BE A SOLID.

Active Health Check

S| 2R EIZ uri/ 123 L CGETEREE 1
e arend -5[EEHECF v IS AL TE E(passes=5)
Eealgﬁ_pcheck i:t.erval=23 ' - 2[E)E T K M TH 2 £ (fails=2)
fails=2
passes=5 IBERR[Ematch7 Oy E—BLTWARHEMN
uri=/ H5
match=healthcheck; - AT—HAXa—K13200
] : - WA —@ Content-typeldtext/html
- 5| Welcome to nginx! Z& ¢ bodyZ DIt
match healthcheck { &
status 200;

header Content-Type = “text/html”;
body ~ “Welcome to nginx!”:

}
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BE A SOLID.

Active Health Check
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BE A SOLID.

Active Health Check
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Ingress Controller
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